Symantec Encryption (PGP) Installation Guide

System Requirements

Windows 8 (32 and 64 bit versions)
Windows 7 (32 and 64 bit versions)]
Windows Vista (32- and 64-bit editions)

Additional Requirements

Boot drive must not be configured with RAID or Logical Volume Managers (LVM).

Hard drive must not be configured as a Dynamic disk.

BitLocker or any other encryption must be disabled/removed before starting this installation. BitLocker
Encryption options can be found in the control panel under Bitlocker Drive Encryption. With Windows
8 you can search for BitLocker using the Search feature. Check with the manufacturer of your
computer if you have any issues removing BitLocker from your system.

The bit version of the Operating System must be known before starting the install. Check with the
manufacturer of the computer in order to obtain instructions on how to determine if the OS is 32 or 64
bit.

The License number for the software must be known before starting the install. Instructions on how to
obtain the license number, as well as how to download the software, are included in the Symantec
Encryption (PGP) Purchase Guide.

Installation Instructions

1)

2)
3)

4)

Extract the downloaded .zip file to an easily accessible location. This can be performed by right-clicking
on the .zip file, selecting “Extract All..”, and browsing to a location. The desktop is an acceptable
location to extract the files to.

Open the newly extracted folder named “SymantecEncryptionDesktop10.3.2MP1_Windows”.

If the operating system is 32 bit double-click on “SymantecEncryptionDesktopWin32-10.3.2MP9.exe”.
If the operating system is 64 bit double-click on “SymantecEncryptionDesktopWin64-10.3.2MP9.exe”.
Click “OK”.
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5) Select “l accept the license agreement” and click “Next”.

1’{‘;‘ Symantec Encryption Desktop Setup l ] | |_i:hl
License Agreement T
Y'ou must agree with the licenze agreement below to proceesd. ‘%i’
SYMANTEC SOFTVWARE LICENSE AGREEMENT -

SYMAMTEC CORPORATION AMDIOR ITS AFFILIATES ("SYMANMTEC™) IS WILLING TO
LICEMSE THE LICENSED SOFTWARE TO YOU AS THE INDMIDUAL, THE
COMPANY, OR THE LEGAL ENTITY THAT WILL BE UTILIZING THE LICEMSED
SOFTWARE (REFEREMCED BELOW A2 *YOU™ OR *YOUR®) OMNLY OMN THE
COMNDITION THAT YOU ACCEPT ALL OF THE TERMS OF THIS LICEMNSE
AGREEMENT ("LICEMNSE AGREEMENT™). READ THE TERMS AMD COMNDITIONS OF
THIS LICENSE AGREEMENT CAREFULLY BEFORE USING THE LICEMSED
SOFTWARE. THIS 15 A LEGAL AND EMFORCEABLE CONTRACT BETWEEN YOU
AMD SYMANTEC. BY OPENING THE LICEMSED SOFTWARE PACKAGE, BREAKING
THE LICEMSED SOFTWARE SEAL, CLICKING THE | AGREE™ OR *YES™ BUTTOMN, ™

%@- | accept the licenze agreement

(71| do not accept the license agreement

MHext = ] [ Cancel ]
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6) Click “Next”.
1’{‘;‘ Symantec Encryption Desktop Setup l ] | |_i:-?-l

Display Release Notes

_f it WY Irpartant infarmation is provided ik the Releaze

- = . Maotes. Sumantec Corporation recommends o
b - P read the Releaze Motes before you continue

= with thiz inztallation.

To continue, select an option below and chick
Mert. [f you wank bo view the Releaze Motes at a
later date, they are located in the Symantec
Encroption Desktop installation falder [in the
Drocumentation subfolder).

(7 Dizplay the Release Motes

@ Do not display the Belease Nates '
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7) After the installation the following window will appear. Click “Yes” to reboot the machine in order to
start the configuration of the software.

i !
jé‘;.‘lnstallerlnfcmﬂation l — ]

Yau rmust regtart yaur sugtem far the canfiguration changes made
to Symantec Encryphion Desktop to take effect. Click Yes to
restart now or Mo if you plan to restart marnually later.
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8) After the reboot is complete the following window will appear automatically. Click “Next” to register
the license for the Symantec Encryption Software.

Encryption Desktop Setup Assistant

Enabling PGP
Symantec™

: If you do not intend to use PGP from this account, it is not necessary to complete the
En-::ryptmn DESktﬂp configuration wizard. If you change your mind later, just run the Encryption Desktop
application,

Enable User~/
Licensing
New User
Key Generation @ Yes
Global Directory )
Messaging L) No

Do you want to enable PGP to be available from this account?

Additional Features

< Back Mext = ] [ Cancel ] [ Help




9) Enter in the License Number for the Symantec Encryption. Then click “Next”.

-

Encrypticn Desktop Setup Assistant

Symante c™ Licensing Assistant: Enter License
Encryptinn Degktﬂp Enter the license number received for your purchase or uparade below, If you do
not have a license number, you may use the product with most features disabled.

You may also select this option to enter a license number at a later time.

Enable User-/
Licensing ~
New User
Key Generation
Global Directory
Messaging
Additional Features

7 .
/

@) Enter your license number

(71 Use without a license and disable most functionality
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10) Click “Next”.

-

Encryption Desktop Setup Assistant

Symantec™
Encryption Desktop

Licensing

Autharization Successfull

License Type: Enterprise Drive Encryption Only Edition

F.
Enable User~ . License Seats: 1
Licensing ~/ ) o
New User License Expiration: Never
Key Generation
Global Directo
M ginr; Product Information
Additional Features | — — b A .
a) b o Ty’ ==
_—) o o
/ File Share PGP PGP PGP Drive
/ Encryption Messaging Zip Virtual Disk Encryption
Mouse over an icon to learn about each feature of Encryption Desktop
i
(¥ symantec.
< Back Next = ] [ Cancel ] [ Help

11) Make sure “l am a new user” is selected and click “Next”.

Encryption Desktop Setup Assistant

Symantec™
Encryption Desktop

Enable User~/

Licensing ~'

New User~/

User Type~'
Files
Import Certificates
Key Generation
Global Directory
essaging
nal Features

/

Addi

Ty
" (¥symantec.

User Type
This assistant will help you configure Encryption Desktop and initislize your keys,

Flease select one,

@ [ am a new user.

' I have used Encryption Desktop before and I have existing keys.

Help




12) This part of the wizard’s functionality is to setup a PGP key used to encrypt email messages. As this feature will
not be used, click “Skip” to avoid unnessesary steps in the configuration process.

-

Encryption Desktop Setup Assistant

PGP Key Generation Assistant

Symantec™
Encryption Desktop

This assistant will help you generate a new PGP key. A key is required by each
3 participant in the secured email loop. Using a key will also provide the highest level of
Enable User -/ convenience when creating PGP Archives and PGP Disks,

Licensing ~

New Usar~/ If you would like more information on what a key is and how PGP works, choose the

Key Generation ; Encryption Desktop Help menu,

Introduction ~/ If you use a hardware token please insert it now. Your token information will display
Key Setup below.
Passphrase Entry
Key Generation

GlobalDirectory
Messaging
itional Featur
7 Generate Key on Token:

Choose Mext to continue, or Skip to jump to the next section

N (@symantec. Skip

< Back [ Mext = ] [ Cancel ] [ Help




13) Uncheck “Automatically detect my email accounts” and click Next.
[F

Encryption Desktop Setup Assistant

PGP Messaging: Introduction

Symantec™
Encryption Desktop

Encryption Deskbop integrates seamlessly into your messaging. PGP automatically
: detects and configures itself ko secure the vask majority of emal accounts and
Enable User~/ servers, SMTP, POP, IMAP, Exchange Server, and Lotus Notes access are proxied by
Licensing ~" PGP,
New User~"
Key Generation~"
Global Directory ~”

[ ] awtomatically detect my email accounts




14) Then click “Finish” to complete the initial configuration process.

-

Encryption Desktop Setup Assistant

Symantec™
Encryption Desktop

Enable User~/

Licensing ~

New User~/"

Key Generation~"
Global Directory
Messaging

Additional Features-/

y,

4 GSymantec,

Congratulations!

Encryption Desktop is now ready for use.

Launch and contral Encryption Desktop from the Windows system tray

Erase sensitive documents by dragging them to the PGP Shredder icon now located on
your desktop
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15) Now that the initial configuration is finished, a passphrase has to be created and the encryption needs
to be started. In order to accomplish this, open Symantec Encryption Desktop. This can be achieved by

right-clicking on the newly created icon of a lock in the bottom right corner of the screen on the

taskbar. Then click on “Open Symantec Encryption Desktop”.

Exit PGP Services

About Symantec Encryption Desktop
Help

Options...

Wiewr Notifier

View Log

Open PGP Viewer

Open Symantec Encryption Desktop

Unmount PGP Virtual Disks

Current Window

Clipboard S

6/11/2014



16) Click on “PGP Disk” and then click on “Encrypt Disk or Partition”.

' — -
Symantec Encryption Desktop - PGP Disk EIM

File  Edit

New Virtual Disk

Y¥ou may create as many virtual disks as necessary, each encrypted to
different keys or settings. While mounted the disk behaves like an additional
hard disk available to you. Unmeounting your disk makes it unavailable
through Windows and any contents are kept PGP encrypted even if
someone gains access to your machine,

Encrypt Disk or Partition

PGP provides the next level of security by encrypting your entire physical
drive. Everything on your disk will be encrypted including your operating
system, settings and caches - should your machine fall into the wrong hands
it will not be bootable. You now have the option of selecting individual
partitions, helpful in a multi-boot configuration.

Shred Free Space

PGP Shredder can shred the free space available on your disk. This is
important if you have used the Recycle Bin to delete any sensitive data, Use
this option to securely and permanently shred all traces of files or folders
you have previously deleted.




17) In order to setup the passphrase click “New Passphrase User...”.

-
m Symantec Encryption Desktop - Encrypt Disk or Partition

File Edit View Tools

PGP Disk

IR Encrypt Disk

Q’ Encrypt Disk or Partition

Select disk orﬁpartition to encrypt

I C: 165.8 GB Fixed Disk
e "l Unknown Bus: WDC WD5000BPKT-...

Click New Passphrase Userto add users

Encryption Options

[ Power Failure Safety
{requires more time to encrypt)

+= New Passphrase User...




18) Click “Create New Passphrase” and then click “Next”.

" PGP Disk Assistant - =)

Symantec™ Symantec Dnve Encryption - New User

Encryption Desktop

Select an option below to create a usemame and passphrase to protect your computer. i you
are encrypting your startup disk choose Use Windows Password to synchronize your PGP

Fassphrase with your Windows Account logon. This option is for convenience allowing you to
sign in only once when you startup your computer.

7 Use Windows Password

@ Lreate New Passphrase!

D)/

4 GSymantx,

19) Click “Next”.
' PGP Disk Assistant "

5}, mantec™ Two-Factor Authentication

Encryption Desktop

Two-Factor authentication adds another level of securty in addtion to your PGP Passphrase.
There are a few ways it is offered as listed in the options below. USE Fash Authentication
requires an ordinary USE Flash Device to be inserted to generate the user key, which will then
be required every time at startup. TPM (Trusted Platform Module)is a hardware solution available
onby with TPM hardware.

@ Proceed with passphrase authentication only!

Insert USE Disk

/

4 @5ymantec.




20) Enter in a username into the “Username” field. This field may already be populated with the username
of the Windows user that is currently logged on. This username is used to keep track of different
Passphrases that can be used to logon to the system upon boot. After that is completed, proceed to
the next step but do not click Next.

PGP Disk Assistant —.%

Symantec™ Create Usemame and Passphrase

Encry ptmn DESktﬂ'p The usemame is used to identify yourself from the Drive Encryption User access list. Your
passphrase will be required whenever you restart your machine for an extemal disk wheneverit
gets re-attached).

SEmame

kthomason
.

Enter Passphrase

/ Re-enter Passphrase

[] Show Keystrokes

Fassphrase Quality
[ 0%

4 @ Symantec.




21) It is time to fill out the Passphrase. The Passphrase is similar to a password. This Passphrase will need
to be entered every time the machine is booted. Make sure that this Passphrase is not forgotten. If the
Passphrase cannot be remembered the machine will not boot and the data on the hard drive will be

lost. A recovery CD can only be used once to gain access to the machine in the event of a forgotten

Passphrase. However, make sure that the Passphrase has a high quality as indicated by the percentage

bar. After entering and re-entering the Passphrase, click “Next”.

PGP Disk Assistant "

-

Symantec™ Create Usemame and Passphrase
EI'ICr!,r ption DESktOp The usemame is used to identify yourself from the Drive Encryption User access list. Your
passphrase will be required whenever you restart your machine for an extemal disk whenever it
gets re-attached).

Usemame
|';3thu:umascun |

(E;I'IEI' Passphrase N

Re-enter Passphrase

|| Show Keystrokes

Passphrase Quality

<Back || Nexd>




22) Click “Finish”.
" PGP Disk Assistant

y

Sy'r'r‘l antec™ MNew User Created

Encryption Desktop
You may now proceed with Drive Encryption.

Click Finish, and choose Encrypt in the upper right comer of Encryption Desktop to beain
encryption.




23) Now the hard drive can be encrypted. Click on the hard drive,

or “Fixed Disk”, and then click “Encrypt”.

-
ﬂ Symantec Encryption Desktop - Encrypt Disk or Partition

File Edit View Tools Disk Help

;._‘-‘ Encrypt Disk or Partition

Select disk or partition to encrypt

PGP Disk

a3
X Encrypt Disk

User Access

=)

Encryption Options

W Power Failure Safety
(requires more time to encrypt)

+= Mew Passphrase User..,
ma  Change Passphrase...
*= Add Security Questions...

= Delete Uzer...

24) Click “Yes”.
Symantec Drive Encryption

%Cﬂrﬁm

Encrypting your disk may take amywhere from five minutes to four hours
depending upon disk size. You may continue to use your computer as you

nomalty would. This includes shutting it down or placing it on standby.

Click Yes to begin this process.




25) A window appears similar to the following, except with a token unique to the machine that is being
encrypted. This token can be used with the Recovery CD in case the Passphrase is forgotten. This can
only be used once. As stated, you may write this token down and store it in a safe place, but do not
keep the token with the machine. Then click “OK”.

,

.

| 1 Your Whole Disk Recovery Token is:

R g

-

U2TTE-

This recovery token can be used to access the disk or partition, or
removable disk, in case you have forgotten your passphrase. It can also
be used in case of pre-boot authentication failure, For more information
on Whole Disk Recovery Tokens (WDRTs), including how to use the
WDRT, refer to the Symantec Encryption Desktop online help or user's
guide,

Before continuing, please write it down in a safe place.




26) The encryption process starts. Once you see the following window you may close the Symantec
Encryption Desktop Application and the encryption process will continue in the background. The
machine may be rebooted and used normally during the encryption process, which will take between
4-14 hours to complete. This step completes the installation and configuration process.

' '
ﬂ Symantec Encryption Desktop - Encrypt Disk or Partition @Elg

File Edit View Tools Disk Help

;a’ Encrypt Disk or Partition

Select disk or partition to encrypt Encryption Options

- |C: 465.8 GB Fixed Disk [ |
Unknown Bus: WDC WDS000BPKT-...

-~ C: Partition
ta? 4657 GE

PGP Disk

3

X Encrypt Disk

Encryption Progress

- |
0.01% Complete - 54 5 MB of 4658 GB encrypted - 13 hours, 25 minutes remaining

ou may pause, resume or cancel this process at any time by clicking the Stop button.

Remember your passphrase - it will be required to boot this machine once the encryption
process has completed.

You may now remave your token, or any extemal keyring storage media if desired.
You may safely shut down from the Windows Start Menu - do not power down without

doing so. Encryption of your system's intemal hard drive(s) will pause automatically i your
laptop’s power adapter is removed.




When booting up the computer after the encryption process has been started, a screen similar to the one
below will appear. The Passphrase that was configured will need to be entered at this point in order to
continue the boot process. After inputting the Passphrase press the “Enter” key, and the system will boot into
Windows.

ST e

Symantec™ Encryption Des O-

Copyright © 2014 Symantec Corporation. All rights reserved.

This disk is secured by Sumantec Drive Encruption

Cont inue <4
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